Meroanueckne peKOMEHAANHY 0 pa3MEIIeHAH Ha MHGOPMAMOHHbLIX CTEHAX,
ohHUHATBABIX HHTEPHET-calTax U APYrHX NHPOPMALHOHHLIX pecypcax
o0meobpasoBaTebHLIX OPraHA3AHAI H 0PraHoB, OCYIeCTBASIONIUX ynpasieHne B chepe

obpaioBanus, uudopmanuu o 6e3011aCHOM NOBEJIeHHH H HCNIOIL30BAHAH ceTH «HTEepHE™

JkcnepramMd M wieHaMu BpemenHo# xomuccun Cosera Qefepauud nO pasBUTHIO
HHQOPMAIMOHHOIO O6INecTB2 B paMKaX BLIUIOJHEHHs pEeKOMEHNAUMH TIapIaMeHTCKHX
coymanud «AKTyanbHble BONpochl obecneycHHs O6€30macHOCTH W pa3BUTHA JAeredl B
HHPOPMAHOHHOM IpocTpaHcTBey, koTophie mpouumi B Cosere Qenepanuu 17 anpens 2017 r.,
ObUTH paspaboTaHbl METORMYECKHE PEKOMEHJAUMH O pa3sMEIlCHHH Ha HHGOPMAIIHOHHBIX
cTeHaax, oGHUMATBPHBIX HHTEpHeT-caliTax H  JpYyrUxXx HHGODMAUHOHHBIX  pecypcax
06meo6pa3oBaTeIbHBIX OPraHM3alii M OpraHoB, OCYUIECTBISIOIIMX YIpapieHHe B cdepe
oGpasosanus, uHQOpMaUMK o OE30NACHOM [OBCACHHH H MCNONb30BaHWU ceTH «MHTepHer»
(manee ~ METOIHYECKHE PEKOMEHIALIHMH ).

Metonuyeckre pexkoMeHJANHM HaNpaBACHBI Ha KadeCTBEHHOC MOBBIEHHE YPOBHA
AHpOpMaUMOHHOM  AesTensHOCTH  0GImeo0pa3oBaTeNbHBIX  OPraHM3alWil H  OpraHoB,
OCYINECTBIIIOLINX yIpaBiieHue B chepe 06pazosaHus, B 9acTH UHGOPMHPOBAHHSA YHaIIUXCs, HX
poauTeNel (3aKOHHBIX MPEACTaBHTENCH) B Nexarorudeckux pabOTHUKOB 06 OCHOBHBIX acleKTax
urdopManuonHol 6e3omacrocTH.

Mertoauueckue peKOMEHAUWH MO3BONAT 00ueoOpa3oBaTeNbHBIM OpPraRM3alAsM H
OpraHaM, OCYIIECTBISIOWIMM yIIpaBicHHe B cdepe oOpa3oBaHMA, aKTYaTM3HPOBATH YXKe
HCHOJB3YEMbIE H PasMelIeHHbIe UHGOPMALHOHHBIC MaTePHaNbl, TAK ¥ IIOArOTOBHTE HX B CiTydae
HX OTCYTCTBHH C 'yqemM JYYUIAX NPaKTHK H PEKOMEHAALHH.

B paMkax METOQHYECCKHX PEKOMEHAALMH PacCMaTPHBAIOTCA CICAYIOIINE HHCTPYMEHTHI:

1. uBEPOpMaUNOHHEBIC CTEHIH,;

2. odunuanbHbIE HHTEPHET-PECYPCHY;

3. cpeactsa MaccoBo# HHGOpMalHK (WIKONbHBIE ra3eThl, IeJarornieckue H3NaHHs
U apyrue).

Hugpopmayuonnvie cmenovl
Ha npadopmanmonspix  creHmax B o0meoGpa3soBaTeNbHBIX — OPTraHHM3alMsX,
pacnonoxeHHrIX B (olie yuypexmeHuit W B KabMHETaX, OCHAINEHHHIX NEPCOHANBHEIMM

YCTpOHCTBaMHM Ji4 BeIXo4a B ceth «MHTepHeT», pekOMeEHOyeTCs pa3sMecTUTh HHPOPMALHOHHEIE




MaMATKH, COJEPXKAIUEe OCHOBHKIE COBETHI 110 ofecrneyeHnio nHGopMauroHHON Ge30nacHOCTH
yuyamuxcs.

B npunoxernu Nel X McrommyeckuM pEeKOMEHJRUMSM NpeAcTaBieH obpasel aMATKH

LA pasMeleRHs Ha RHPOPMaIMOHHBIX CTEH/AX.

Cpedcmea maccoeoii ungpopmayuu

B cpencrsax MaccoBoli mHpOpMalMH, OpPHEHTHPOBAHHBIX Ha OOy4alOIIHXCS,
PEKOMEHAYETCS B TeYeHHH y4eOHOro roJa peryldpHo mnyGnuKoBaTh HHGOpMAITMOHHEIE
MaTepHaIH, MOCBALICHHBIE OTAENBHEIM acnekTaM HHPOpPMaUHOHHOH 6e30nmacHOCTH, a TaKke
pa3YHBIC NAMATKY o0uiero xapaxrepa,

B cpenmcreax wMaccoBoM MH(OpMAlMH, OPHEHTHPOBAHHBIX HA IENArOrHYecKyIo
OOIIECTBEHHOCTh, PEKOMEHIYETCS B TEYEHHH KACHJAPHOrO Tofia peryispHO NyGIHKOBaTh
MHQOPMAUMOHHblE MAaTepHANbl, HOCBAINEHHHIE OTHENbHEIM acnextaM HHQOPMAlHOHHON
6e30nacHOCTH KaK HECOBEPLICHHONETHHX, TaK H 00meobpa3oBaTeNbHEIX OpraHu3auuil, a Takxe
PasHY#EIC NaMATKH, O030phl HOPMAaTHMBHO-TIPABOBOTO PETYNHPOBAHHA NAHHOM cdepn H
HH(QOPMALHIO 0 aKTyaIbHBIX MEPONPUSTHAX U COOBITHAX B laHHOHU cdepe.

B xome mnposenerus Exmsoro ypoxka no 6esomacsoctH B cetdw «MHTepHETY»
peKOMeHAYeTCH 06eCneUnTh BHITYCK TEMATHYECKOrO BRITIyCKa CpecTBA MaccoBol HrRdopmam
mmbo cepun nyGmHKauMK, cpeI¥ KOTOPHIX PacCMOTPETh OPraHH30BAHHBIE MEPONPHUSTHA VISt

ofywaromuxcs, uXx pomurenell (3aKOHHEIX  HpeAcTaBuTeNcd) W nemarorHyeckoi
00IIEeCTBEHHOCTH.

Oguyuanvrvie Humepnem-pecypco
O6meobpa3oBaTeNbHbBIM  OPraHU3alluiM pPEKOMEHIAYETCE HAa CBOMX OQHIHAIBHBIX
HﬂfepHeT-pccypcax obecneynTdb byHKUHOHHpOBAHHE CaMOCTOATENBHOTO U
CleNMaIM3npoBaRHoro pasjen «VHpopmaumonHas 6e30macHOCTB», B paMmKax KOTOPOro

TNPENYCMOTPETH pa3MeLieHHe ceayromei nudopmanuu:

Ne Pazpen/noppasznea Dopmar CoaepxaHue MaTepHAJIOB
TIpeCTaBIeHN s
MATEpHAJIOB
1. | JloxanbHble HOpMAaTHBHEIE Konun nokymenTos B | Pasmemarorces kommun
aKTh B cepe obecnieuenuss | popmare *PDF IOOKYMEHTOB, T.€. CKAHHPOBAHHBIA
HHQOPMALHOHHOR BapHaHT JOKYMEHTS,
6€3011aCHOCTH COOTBETCTBYIOMMH TpeboRaHNAM




1

obyuampomuxcs

K napaMeTpaM CKaHHPOBaHHI,
PazMemaroTcst JOKyMEHTH],
pernaMeHTHpYIOUme
OpraHH3aLuIo ¥ paboty ¢
NMepCOHANLHEIMA XaRHBIMH,
IIaHbBl MEPONPHATHIA 110
ofecneveHuI0 HHGOPMAIHOHHON
6ezonacHocTH 0Oywalomuxcs 1

ApYTHeE.

2. | HopmaTtusnoe
PETyAUPOBAHKE

Konun 1oxyMeHTOB B
dopmate *PDF

My6nuxyioTcs axTyanbHue
cBeieHuA 00 deneparbHLIX U
PErHOHAIBHBIX 3aKOHAX, THChMax
OPraHOB BJIACTH H JPYTHE
HOPMaTHBHO-TIPABOBbIE
IOKYMEHTHI, perIaMCHTHPYIOMHUe
obecnedenne nHGOpMaLHOHHOM
6esonacHocTH
HEeCOBEPLUCHHONIETHHX.
Jlonyckaercs BMecTO Komui
pa3MelLaTh FHIePCChUIKM Ha
COOTBETCTBYIOIIHE NOKYMCHTHI Ha
caifTax OprasoB roCyAapCTBeHHOH
BJIACTH.

3. | HenarornyeckuMm
paboTHIKaM

TexcT Ha cTpanuue
caifta

Konuu 10KyMeHTOB B
¢opmare *PDF

Pasmemarorca MeToqiueckue
PEKOMEHIaIUHA H YKa3bIBACTCH
HHpOpManHs 0 MEPONIPUATHIAX,
TIPOEKTax H Iporpammax,
HaIPaBJICHHRIX Ha NOBRIICHHE
HHPOpManHOHHON rpaMOTHOCTH
NelaroruyecKux paboTHHKOB.

4, | ObygarommmMes

Texcr Ha cTpanuIEe
caiita

Pasmemaerca undopmanuonHas
namMsTka (mpunoxenue Ne2) u
yKasslBaeTcss MHGOpMAiHs O
MEPOIIPHATHUAX, IPOEKTAX H
nporpamMmax, HarpaBJIeHHBIX Ha
NOBBIIEHHE HHPOPMAIHOHHON
rpaMOTHOCTH 00y4alomuxcs,

S. | PogutensaM (3aKOHHBIM
TIIPEACTABUTENIAM)

obyqaromuxcs

Texcr Ha cTpaHuIe
caifta

Pasmemaercs sEGOpManORRAs
namsTke (npanoxenne Ne3).

6. | Jderckue GesomacHblie caiiTh

TekcT Ha cTpannne
caffta

Pasmemaercs uadopmarus o
PEKOMEHIYEMBIX K
HCIIOIB30BAHHIO B y4eOHOM
npouecce 6e30MacHLIX cafiTax,
OaHHepb! 6€30macHbIX AETCKAX
calToB.

OpranaM, OCYLIECTBILTIOIINM ynpaBleHne B chepe obpazosanusa, PEeKOMEHIYeTcA Ha

cBoux odpuuuansHeIX MHTEpHET-pecypcax obecneunTs GyHKUHOHMPOBAHHE CAMOCTOATENLHOIO

M CNeIHATH3MpOBaHHOro pasjen «MudopMmaunoHsas 6e30macHOCTBE», B paMKax KOTOPOro

NpenyCMOTPETh pasMeleHue cleyomel nHpopMalum:
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Hpunoxenue Nel. Ilamatka ana ofyvarwmuxcs 06 uudopmaunonnoii GesonacHocTH aerelt

HEJIb34

1.

Beem mogpsn coomare CBOK 4YacTHYI0 WHGOpManmio (HacTosigHe MMs, (pamunmio,
TeneoH, anpec, HOMep LKONEL, 4 Taloxe GoTorpadun CBOH, CBOCH CEMBH H [py3el),

2. OrtxprBarh BIOXKEHHBIE (alliibl SNeKTPOHHON MOYTH, KOTa He 3HaeHIh OTTIpaBHTEs,

3. I'py6uts, MpuaHpaThCA, OKA3HIBATH AABICHEE — BECTH Ce0s HEBEXIHBO H ArPECCHUBHO;

4. He pacnopsoxkalfica nensramu TBoeH ceMbpd 0e3 paspellleHHs CTepUIMX ~ BCErza
cipammuBail poxuTenci;

5. He scrpewaiics ¢ VuTepHeT-3HaKOMBIMM B peIbHON JKH3HH - TIOCOBETYHCH €O
B3POCJIBIM, KOTOPOMY AOBEPSAEID.

OCTOPOXXHO
1.

LA

He Bce mumyTr npasgy. Uaracms o ceGe Henpasny B HiHTepEeTe — co0bmm 06 TOM
CBOHM POAMTEISIM HJIH ONIEKyHaM;

[purnamaioT nepenucHBaTLCH, ArpaTh, 0OMEHHBATLCA — IIPOBEPE, HET JIK OBOXE;
HesakonHoe konuposanue painos B HTEpHETE —~ BOPOBCTBO;

Beerna pacckassiBait B3pocibiM 0 nipo6nemMax B CETH — OHH BCETIa NOMOTYT;

Hcnons3yit RactTpolix¥ Ge300aCHOCTH M TPHBATHOCTH, 9TOORI HE NOTEPATH CBOM
aKKayHTH! B COLICETAX ¥ JPYIHX NOpTAIaX.

MOXHO

B

YBaxall Apyrux noxs3osartesei;

Honesyewnca VHTEPHET-UCTOYHHKOM — Jienalf CCLUIKY Ha HETo;
OTKpEIBail TONBKO Te CCRUTKH, B KOTOPLIX YBEPEH;

O6matecs 32 NOMOLIBIO B3POCHBIM — DORMTENM, ONEKYHHI ¥ afMHHHCTpauus calToB
BCEIZa NOMOrYT;

TIpoiinu o6yyecHue Ha caiite «CeTeBHYOK» M IOJIYYH NACIOPT HPPOBOro rpaxaHmHa!




Ipnnoxenne No2. HupopMaunonnas naMaTKa 118 06y 9a0mAXcd A58 pasMenieaus Ha
opuunansabIx Unrepuer-pecypeax

C KaXIBIM roloM MOJONEXH B HHTEPHETE CTAHOBHTHCS GOJbINe, & IIKONbHUKH OJHH H3
caMBIX AKTABHBIX NOJB30BaTenell Pynera, Mexzay TeM, MOMHMO OFPOMHOIO KOJHYECTBA

BOIMOXHOCTEH, HHTEpHET HeceT ¥ npoGieMul. J1a namsiTKa JODKHA roModpb Tebe GesomacHo
HaXOOHUTHECA B CCTH.

Komnoromepruie supyce

KoMmmeioTepreilf  BHpPYC ~ 3TO  pPa3sHOBHAHOCTP KOMIBIOTEPHEIX  TIPOTpPaMM,
OTAMIHTENBHON OCOOCHHOCTBIO KOTODOH ABNACTCA CHOCOOHOCTL K PpasMHOXKEHMIO. B

JNOTOJIHEHHE K 3TOMY, BHPYCHI MOTYT MOBPEAWTHL WIH MONHOCTRIO YHWYTOXHTE Bce dailim u
AaHHbIE, NMOJKOHTPOILHLIE MOJIL30BATENIO, OT HMEHH KOTOporo Gmuia 3amymeHa 3apamEHHad
nporpamMma, a TakiKe NMOBPEAUTL WIH JAXE YHUYTOKHTE ONEPAalHOHHYIO CHCTEMY CO BCEMH
daiiname B yenoM. B GoJBIIMHCTRE CyYaeB paclpoCTPaHAIOTCA BHPYCHI 4epe3 HHTEPHET

MerTop! 3aIK TR OT BPEAOHOCHBIX IIPOTPAMM:

1. Hcnons3y#t COBpeMeHHRBIE ONIEPallHOHHbBIC CHCTEMEI, HMEIOIIHE CEPhE3HEIH yponem,
3aIIATH OT BPEAOHOCHRIX IPOrpamM;

2. TlocrosHHO yctaHaBnuBai nayty (UUpPOBLIE 3aIIATKH, KOTOPHIE ABTOMATHUYECKH
YCTaHABIMBAIOTCS C UENbI0 J0pabTKH nporpaMMEl) M JpyrHe OOGHOBNeHus cBoei
onepauyoHHoMi cuctembl. Ckauupali X TONBKO ¢ oHuRanbHOro caftta paspaGoTyrka

OC. Ecnu cymecTByeT pexuM aBTOMATHYSCKOro oOHOBJIEHHS, BKIIOYH €10;

3. PaGotait Ha cBOEM KOMNBIOTEPE NOJ NPABAMHE IIOIL3OBATENA, & HE AMHHEHCTPATOPA.
310 He NO3BOMUT OOMBIIMHCTBY BPEAOHOCHBIX NPOIPaMM HHCTAIMPOBATHCA Ha
TBOEM NEPCOHAIEHOM KOMIIBIOTEDE;

| Vicrione3ylt aHTHBHPYCHEIC POTPAMMHLIC HPOAYKTE! H3BECTHBIX HPOH3BOAUTENEH, C
aBTOMATHYECKHM O0HOBNCHHEM 6as3;

Orpasngp duandeckuil JOCTYI K KOMIIBIOTEPY UL NOCTOPORHMX JIMIL;

Hcnons3ylt BHeIIHNE HOCHTENM HEGOpPMaLMK, TaKKe KaK ¢remika, IucK wix Qaitn u3
HHTEPHETA, TOIBLKO U3 NPOodEPEHARIX HCTOYHHKOB;

He otxpeiBaff xomnpioTepHeie (alibl, HONYYCHHBIE U3 HEHANEKHEIX MCTOYHHKOB.

Haxe Tte ¢alirml, xorophlie mpucian TBOH 3HAKOMBDA. leqme YTOUHH Yy Hero,
OTIIPaBIIAI JIM OH Te6e HX.

A

Cemu WI-FI

Wi-Fi - 310 He BHJ mepeauy HaHHLIX, HE TEXHOJIOTHS, a Bcero Juuh Opern, Mapka. Eme

B 1991 rony Huzepnaszckas KoMIaHus 3aperncrpuposana Openn « WECA», uro ofosnagano
cnosocoyeranue «Wireless Fidelity», xoropsiit nepesonuTces Kak «GecripoBojiHas TOUHOCTEY

Ho wnamero BpeMeHH jpouma apyras abOpeBuarypa, KOTOpas SABIAETCA TaKOH xe
TeXHONOrrel, 310 afbpesnarypa «Wi-Fin. Takoe HasBanne GbUIO JaHO ¢ HAMEKOM Ha CTAHAAPT
BrICnH 3ByxoBOH TexHukH Hi-Fi, 94T0 B nepeBoge 03HayaeT «BHICOKaA TOUHOCTEY.

| Ha, Gecrunatupift MHTEpHET-H0CTYN B Kade, OTelsX H a3pOnoprax SBIAETCS OTIMYHON

BO3MOXHOCTBIO BRIXOZa B HHTepHeT. Ho MHOrHE 3KCHEPTH CYHTAIOT, YTO oﬁuxenodryuxme Wi-
Fi cerd He gBasoTCH 6€30MaCHBIMH.

5 Cosersi no 6esonacnocTn paGore B 06menocTynHeIX cetsx Wi-fi:

N ok At
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He nepenasait cporo nmwnyio unpopmaumio yepes ofuwepocrynmsle Wi-Fi cern.
PaGoTas B HHX, KENAaTEJbHO HE BBOMHTH NAPOJIH HOCTYIA, JNOTHHLE M KaKHE-TO

HOMepa;

2. Hcnomesy#t u oOHOBII aBTHBHpPYCHbIC nporpaMMsel ¥ GpasaMayep. TeM caMsIM Thl
obe3onacuiub cebs 0T 3aKaYKH BHpPYca HA TBOE YCTPOHUCTBO;

3.

Ilpn ucnoms3oBanuu Wi-Fi orxmouu dymxmmo «OO0muit moctyn x dadinam u
npuaTepam». Jlanras GyHKUMA 3aKpHTa 00 YMOJNMAHHIO, OAHAKO HEKOTOpEIE
II0/IB30BATENHA aKTHBUPYIOT eé i yroGcTBa HCHoNb30BaHAs B pabore win yaebe,

4. He mcrnons3yft ny6muuneiif WI-FI i nepemaun nHuseIx AaHHBIX, HaNpuMep Uit
BBEIXOA B COLMANHHEIE CETH MM B BIEKTPOHHYIO TI0YTY;

Urnonsayit Tonsko 3amminenHoe coepunenne uepes HTTPS, a me HTTP, T.e. npu
Habope Be6G-anpeca BBOAM EMEHHO «https://»;
6. B wmobunnHom Tenedone ortkmoun Qymxmmo «llommowenne k- Wi-Fi

aBTOMarnyecku». He ponyckait aBTOMaTHYECKOrO MOMUIIOYEHUS YCTPOKCTBA K CeTsaM
Wi-Fi Oe3 Teoero cornacus.

L 4
Coyuanonvte cemu

CounabHEe CETH akTHBHO BXOIAT B HAIIY JKH3Hb, MHOTHE JIOIH PabOTaIOT M XKHBYT
TaM IIOCTOAHHO, & B Facebook yxe 3aperucrpupoBal MULTHApA YENOBEK, YTO ABIACTCS ORHOM
" ceIbMOM BeeX KHTeneH nnaHeThl. MHOTHe NONB30BATENH HE NOHHMAIOT, WTO MHOpManus,

pasMCIIEHHAS HMH B COIHANBHBIX CETAX, MOXET OnTh HaliZieHa M MCHOJB30BaHa KEM YT'OJHO, B
.. TOM 4HCJIe HE 0043aTeNBHO ¢ OnaruMu HaMepeHHAMH.

OcHoBHEIE cOBeTH 110 6€30IACHOCTH B COLHANLHBIX CETAX!

1. Orpaumgp cnucox apyseft. ¥ TeGa B Apy3psx HE HOMKHO OBITH cAyvdafHEIX M
HEe3HAKOMBIX JoaeH;

2. 3amuina# cBOXO YACTHYIO XXKH3Hb. He yka3miBalt naponu, Tenedomsl, agpeca, AaTy

TBOSTO POXIACHHMS U JPYIYIO NHUHY0 HHPOpPMAIMIO. 3NOYMBIIUIEHHHKH MOTYT
HCTIONb30BaTh Jaxe MHQOPMAUMIO O TOM, K3K Thl M TBOM POJHTEIM IIIaHHpYETe
IPOBECTH KAHHUKYIIBI;
3aupinail CBOIO pemyTalHIO - ACPKM e¢ B GUCTOTE H 3anasail cebe Bonpoc: xoren 6st
THI, 9TOBLI APYrHe MONB30BaTENy BEICIH, YTO TH 3arpyxacms? Iloaymal, npexue
YeM YTO-TO OMyOMKOBaTh, HAIUCATD M 3aIPY3HTh; '

Eciu THI rOBOPKUIL ¢ MIOALMH, KOTOPHIX HE 3HaeIib, HE MCIOJB3YHA CBOE PEANBHOE
HMA H IPYTYIO JHUHYIO HHGOpMaUMH: HMH, MECTO XHTENBCTBA, MECTO Y4eOHl M
npoyee;

Hs6erait pasmemenua pororpaduit B HTepHere, rae Thl n306pakeH Ha MECTHOCTH,
10 KOTOPOH MOXKHO ONPEAE/IUTH TBOE MECTONOIOKECHHE,

Ilpu perucTpaiy B COLMANBEHOR ceTH HEOOXOMHMO HCNONBL30BATL CHOXKHEIE IAPOJH,
cocTosmue 13 OykB B P H C KOMHIECTBOM 3HAKOB He MeHee §;

st connanbHoM ceTH, MOYTHL M APYTHX CaliToB HeoOXOOMMO HCIIONB30BaTh Pa3HbIE

naponx. Toraa ecnu Tebs BIIOMAIOT, TO 37TOYMBIIUIEHARKH NOJNYYaT JOCTYI TOIBKO
X OOHOMY MECTY, a HE BO BCe Cpasy.

InexmponHble OeHb2U

ONEeKTPOHHEIE JCHBIW — ITO O¥EHb YAOOHEI crocob muarexel, OOHAKO CYINECTBYIOT
MOUICHHHKH, KOTOPbIE XOTST NOJYYHTh 3TH HEHBTH.

3H€KTp0HHBI€ ACHBIH TIOSBHIHKCH COBCEM HEAABHO M HMEHHO ¥3-338 3TOI0 BO MHOTHX
rocynapceTeax Ao CUX IIOp He NMPOIMMHCAHO IIPO HUX B 3AKOHAX,



https://%c2%bb

B Poccum e OHH (QYHKIMOHMPYIOT M O HMX YK€ IPONMCAHO B 3aKOHE, Ie HX
pa3AETOT Ha HECKONBKO BHAOB — AHOHHMHBIC ¥ HE AHOEMMHEIE. PasHMIA B TOM, 9TO
aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peluaercd NpPOBOAMTL onepaimy Ge3 uaeHTHHURAIMH
NOJb30BATENA, @ B HCAHOHHMHBIX MAEHTUDAKAINA OTH30BATENA ARIACTCA 00A3aTCBEHOM,

Taioke cnefyeT pasnuyaTh JNEKTpOHHblE (HaTHEI JCHBIH (PaBHBI IOCYAAPCTBEHHLIM
BATIOTAM) | 3NIEKTPOHHEE He(HAaTHEIE AEHBIH (HE PaBHE TOCYapCTBEHHBIM BAMIOTaM).

OcHOBHEIE COBETHI 110 Oe301acHOM paboTe ¢ INCKTPORHBIMHU ICHLTAMH:

1. Tlpmesoxu x cyery MoGHIbHBIN Tenedor. I1o camuif ynoOHbA ¥ OnicTphilt crocob
BOCCTAHOBHTH NOCTYI K cuery. [lpuss3anHeii renedoH nomoxer, ecnd 3abynems
€8O ITaTeXHEIA MAPONH UK 3alifeils Ka calfT C He3HAKOMOro YCTpOHCTEa;

2. Hcnonesyil onHopazosele napomu. [Tocne nepexona Ha YCHICHHYIO 4BTOPH3ALMIO
Tebe yie He OYAeT yrpoxarh ONaCHOCTE KPaXH HIIM IEpeXBaTa IUTATeXHOTO Napos;

3. BriGepu cnoxmmit napons. Ilpectynunxam Oymer He NIpPOCTO YralaTh CIOXKHBDL
napons. HanexHsie naposin — 3TO NapoNH, KOTOPhIE CONEpKaT He MeHee 8 3HaKOB M
BKUTIOYAOT B cebs CTPOYHEIE M NPONHCHBIE OYKBEI, NUPH B HECKOMLKO CHMBOJIOB,

TAKHE KaK 3HaK 0Ju1apa, ByHTa, BOCKTHIaTeNs b 38aK ¥ T.11. Hanpumep, $tROng!;;
4. He BBOIHM CBOH JIMYHEIC IaHHEIE HA CaliTaX, KOTOPEIM He JNOBEpACHIb.

Onexmponnas nouma

ONEKTPOHHAS MOYTA — 3TO TEXHOJOIUS H NPENOCTABIAEMEIE €0 YCIIYTH M0 MIEPECHUIKE |
HOTYYEHHIO 3JNEKTPOHHRIX COoOmenuli, KOTOpHE pacnpeleNsioTcs B KOMIBIOTEPHOR cerm.

O6sraHO  3NEKTPOHHBIE  TOYTOBBIA MWK  BEIVIAAMT  CHEAyIOmMHEM  oOpajom:

HMA_TONB3OBATENA@UMA_JloMeHa. Takke KpoMe Iepeliadd IPOCTOTO TEKCTa, MMeeTcs
BO3MOXHOCTS IiepeaanaTh (aiibl.

OcnoBHbIe coBeTs! 0 He30macHoit paGoTe ¢ AEKTPOHHOH NOYTOH:

1. Hano srGpaTh MpasHIbHEN NOYTOBEIE cepsuc. B uHTEpHETE €CTH OrpoMHLIt BRIGOp
GecrinaTHBIX MOYTOBBIX CEPBHUCOB, OAHAKO JIyHLIE AOBEPATH TEM, KOTO 3HACIUb U KTO

HePBBIA B peliTHHTE;

He yxasemsait B nuanoll noure ymunyio nrdopmanmio. Hampumep, ayvme subpars

«My3bIKanbHbIi_danaT@y» Bmm «pox2013» BMecTo «Temal3y;

Hcnonp3y#t ABYX3TaNHYKO aBTOPH3ALMIO. ITO KOTA] IOMUMO [IAPOJIs HYXKHO BBOAHTH
KOJ, IPHChUIAaEMBH IIo SMS;

Bribepn cnoxnaei napons. s xaXooro nOYTOBOTO siUKa AOMKEH OBITH cBOit
HAIEKHBIN, YyCTORYMBEIA K B3OMY IIapONb;

Ecnu eCTh BO3MOXHOCTh HAIIMCATh CaMOMY CBOH JIHMUHEIN BOIPOC, HCMONBIYH 3Ty
BO3MOMKHOCTB;

o

Hcnonpaylt HeCKONBKO NOYTOBRIX AIMHKOB. IIepBBIA U 4YacTHOM HEPENHCKH C
agpecaTaMd, KOTOpHIM Thl JIOBEpselllb. JTO 3JJCKTPOHHEIA ampec He HAuo
HCIIONB30BATH IIPH PETHCTPAllHY Ha dopyMax H calitax;

He otxpeisait ¢alinel H Apyrue BIOXEHHS B MHCHMAX HaKe €CJIH OHM NPHULIM OT
TBOMX Jipy3eit. Jlydine yrouHu y HUX, OTIpaBALId ju ORA Tebe 311 dalisr;

8.

[locne oxonuanua paboTHI HA MOYTOBOM CEpBHCE Lepe] 3aKPHITHEM BIJIANKH C
calfToM He 3a0yap HOXath Ha «BriATH»,
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Kubepbynnune unu eupmyanvroe u30esamesbcmeo

Kubepbynmuar — npecnenoBanue COOOIMEHHSIMH, COACPMAIMMH OCKOpPONeHns,

arpeccuio, 3aNYTHBAHUE, XYINTAHCTBO; COLMATbHOe GORKOTHPOBAHAE C IOMOWIBIO PA3IAYHBIX
HHTEPHET-CCPBUCOB.

Ocnogusle coBeTs! 0 Sopbbe ¢ kubepSynnuHrom:
1. He Gpocaitca B Goi. JIyuqumnif cnoco6: nocoseToBaThCst KaK ceOf BECTH H, €CIM HET
TOro0, K KOMY MOXHO oOpaTHThCd, TO BHauale yCHOKOMThCA. Ecmu Tl Haumews

OTBeYaTh OCKOPOJEHMAMH Ha OCKOpONeHMS, TO TOJBbKO eme Goisine pa3oxoKeiib
KOHGIHKT;

2. VYnpasnasit ceoeit xubeppenyranuei;

AHOHAMHOCTP B CeTH MHHMaf. CymecTByioT cnoco0bl BHIACHHUTBH, KTO CTOHT 3a

8HOHHMHBIM 2KKAYHTOM;

He crouT BecTH xynuraucku#t oGpas supTyansHoli xusun. Mnrteprer duxcupyer sce

TBOY JEHCTBHS K COXpaHAET UX, ¥ nanuth X OyxeT KpaitHe 3aTpYyAHHTEILHO;

Cobmonail cBoli BHPTYaIbHYIO Y€CTh CMOJIOAY;

Urnopupyit eauswusbii HeratuB. OmHOpa3’oBhie OcKOpOHTENBHEIE COOOIMCHHS

Jyvine urHoprposath, OOEMHO arpeccHs IPeKpaIiacTcs Ha HavyansHOR cTamuy;

bar arpeccopa. B nporpamMmax oGMeHa MrHOBERHBIME COOOIICHUAMH, B COLMATBHBIX

CeTAX €CTh BO3MOXHOCTH OJOKHMPOBKM OTNpPaBKH COOOMmIEHUN C ONMpeNeNCHHBHIX

a/pecoB;

8 Ecmn TeI cBumerens xubepOymnmura. TBoH HeHcTBHA: BHICTYNHTHL MNpPOTHB
IpecnefoBaTensi, IOKasaTh €My, 9YT0 €ro JeHCTBHA OLCHHBAIOTCH HETATHBHO,

NOLACPKATE XKCPTIBY, KOTOpOﬁ HY)XKHQ IHOCHXOJIOTHYecKas INOMOID, €000muTL
B3POCJIBIM O d)ax're arpeCCHBHOIC NNIOBEACHHA B CETH,
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Mobunenviti menegon

CoBpeMeRHBIE CMapTQOHR ¥ TUIAHIDETRl cozepxar B cele BOONHE B3POCIHLDE
¢ynknuonan, u Tenepb OHH MOTYT KOHKYPHPOBATh CO CTANMOHAPHBIMM KOMIBIOTEPAMH.
Onnako, CPeACTR 3aIMTHL At nOXOCHBIX YCTPOACTB NOKA 09eHE Maslo. TeCTHpPOBAHME B NOMCK

YA3BHMOCTEH B HHX NPOMCXONHMT HE TaK MHTEHCHBHO, Xax Juis 1K, To ke camoe kacaercd m
MOOHIIBHBIX ITPHITOWEHHIA,

Cospemennsiec MOOHIBHBIE Opay3epsl yXke NPakTHIeCKH ROrHaNY HACTONbHBIE AHAJIOTH,

ONHAKO pacmMpeHRE q)yﬂxunonana Bnevyer 3a cobolf SOHLIIIYI-O CIOXHOCTE H MCHBIIYIO
3AOUIIEHHOCTD.

Maneko He BCe IPOM3BOIMTENH BEOTYCKAIOT OGHOBNEHMS, 3aKPHIBAIOIIME KPHTHYECKUE
YA3BHMOCTH JUIf CBOMX YCTPORCTR,

OcHOBHbIE COBETHI /It 6€30IaCHOCTH MOBHIBHOTO TenedoHa:

1. Hwudgero He spjseTca mo-HacTosmeMy GecmnaTHeiM. Byab OCTOpOXKEH, Beab Korua
Tebe npemnararor OecrnaTHHM KOHTEHT, B HEM MOIyT OnITh CKPEITRI KaKHE-TO
TUIATHBIE YCIIYTH,;

Hymait, npexxae yeM otupasute SMS, gorto unu suneo. Th TOMHO 3HACIUIS, [HE OHK
6yAyT B KOHEYHOM Hrore?

Heo6xonumo 0CHOBNATH ONEPALHOHHYIO CHCTEMY TBOEI'O CMapThOHa;
Ucnons3y# aHTUBHPYCHBIE NPOrpaMMBI UL MOGHIIBHBIX TENePOHOB;
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5. He 3arpyxait IpHIOKeHHA OT HEH3BECTHOTO HCTOYHHKA, BEAL OHH MOTYT COAEPXATh
BPEOHOCHOE NIPOrpaMMHoOe obecnieyeHue;

6. Ilocne Toro Kak T BEIAZEINS C caifta, rae BBOAHJ JHYHYIO HH(OpMaIHIO, 3aiIM B
HacTpoiiku Gpaysepa u ynauu cookies;

7. Ilepuoauyecky npoBepall KaKue IUIATHBIC YCIYTH AKTHBHPOBAHE! H2 TBOEM HOMEDE;

8. Jlapait cBoi#t HoMep MOGHIBROTrO TeneoHa TONBKO JOOMAM, KOTOPEIX TH 3Haemb H
KOMY JOBEpsCLIB;

9. Bluetooth nomxen 6biTh BHIKIIOYEH, KOTHA Thl MM He moje3yemncs. He 3aGrmaii
HHOT'Z\@ IIPOBEPATE ITO.

Online uzpu

CoBpeMeHHbIE OHNAKH-HIPHl — 3TO KpPAacOYHHIE, 3aXBaTLIBAIONIHE Pa3BIICUCHHUA,
00beNHHAIONIME COTHH THICHY Ye0BEK IO BCeMy MHpy. VIrpOKH HCCNENYIOT DaHHBIH UM MHD,
O6LIAIOTCS APYT C APYroM, BHIIOMHAIOT 3aaHUA, CPAKAIOTCS ¢ MOHCTPAMH H IONYYalOT OIBIT.
3a yROBONECTBHE OHHM IUIATHAT: IIOKYNAKOT IJHCK, OIUIAYHBAIOT abOHEMEHT umHM npuobperaior
KaKHe-TO OIIHH.

Bce 3TH cpeacTBa MAYT Ha NOAAEPKAHAE H PasBHTHE HIPH, @ TAKKE Ha caMmy
0c30MacHOCTE: COBEPIICHCTBYIOTCA < CHCTEMBl ABTOPH3ALMM, BRIMYCKAIOTCA HOBHIE NATIH
(m1¢poBkIe 3aMMATKH UL POrpaMM), 3aKphIBAIOTCA YA3BHMOCTH CEPBEPOB.

B noaobHex HrpaX CTOHT ONacarbCi HE CTOJIBKO CBOHX CONCPHHKOB, CKONBKO KpaXH
TBOETO NMApol, Ha KOTOPOM OCHOBAHA CHCTEMA aBTOpH3alNHT SonpluMHCTBA HID.

OcCHOBHBIE COBETHI IO 6€30MaCHOCTH TBOESI'O HIPOBOTO aKKayHTa:

1. Ecmu ppyroit urpox BeaeT ce6s mI0Xo win co3faeT Tebe HENpHATHOCTH, 3a0oKHpyR
ero B CITUCKE HIPOKOB;

Moxanylfics aXMHHHCTPAaTOpaM HIPhl Ha IUIOXO€ IIOBEACHHE OJTOTO HIPOKa,
JKeJIaTeIbHO IIPUIIOXKATH KaKHe-TO SOKa3aTeNbCTBa B BUIE CKPHHOB;

He ykassibait simanyio nedopManio B npodaline Hrpsl;

Ysaxail ApyraX YYaCTHHKOB [0 HIpe;

He ycranapnusali ReoQuIHAIBHEIE NaTIH H MO,

Hcnons3yit c10XHBIE B pa3HbIE APOIH;

Jaxe BO BpeMs WIDHl HE CTOHT OTKIOYATh aHTHUBUpYC. Iloka Thl urpaems, TBOH
KOMIIBIOTED MOTYT 3apa3HTh.
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Duriunz WL Kpaxcea IUNHbIX OGHHBLX

O6Er4HOl KpaxkeH NEeHer M JOKYMCHTOB CErojHA YXe HHKOrQ He YAMBHINS, HO C
PasBUTHEM HHTEDHET-TCXHOJOrMH 3JOYMBIUUIGHHHKH IIEDEMECTHINCH B HUHTEPHET, H
[PONO/DKAIOT 3aHHMATHCS «HOGHMBIMY IETIOM.

Tak nossunace HOBadg yrposa: HHTEPHET-MOLICHHHYECTBA WIK (UINKNT, ITIABHAA Leab
KOTOPOrO COCTOHT B NOJYYEHHH KOH(QHICHIMANLHBIX NAHHBIX NOJL3OBaTENedl — JIOTHHOB H

naponeli. Ha anrmutickom s3pixe phishing unraercs xax ¢ummnr (or fishing — pribuas nosns,
password — apois).

Ocnosnble coBeTs IO Gopsbe ¢ GummHrom:

1. Cnenm 3a coHM axxayHTOM. ECM TH TOAO3peBaenib, YTO TBOS &HKeTa Obuia
B3JIOMaHa, TO Heo0XomMMO 3a6NOKHMpOBaTh €€ M COOOLIMTL AIMUHHCTPATOpaM
pecypca 06 3TOM Kak MOXHO CKopee;




2. Hcnombayit Gesomacuble BeG-caiiThl, B TOM 9HCIIE, MHTEPHET-Mara3sHHOB H
NIONCKOBBIX CHCTEM;

3. Hcnone3yit cnoxHbie ¥ pasHele napond. TakuM o0pa3soM, €Cnd TeOA BINIOMAIOT, TO
3JIOYMEBIIUICHHHKH IONY9aT AOCTYI TOJNBKO K OHOMY TBOEMY NpodImo B CETH, a He
KO BCeM;

4. Ecmu T1e0s B3noMald, TO HEOOXOMMMO NpPeAYyNpENHTh BCEX CBOMX 3HAKOMBIX,

Kotopsie no0aBjieHbl y T¢OA B ApPY3bIX, O TOM, 4TO TeOs B3IOMaJIH H, BO3MOXHO, OT

TBOEr0 UMEHN OyJeT pacCLUIATECA CTaM M CChUIKM Ha QHIUMHTOBBIC CANTHL,

Ycranosu Haaexusi napons (PIN) na Mobunpskiif Tenedon;

OTtxinioun coxpaHeHne napons B Opaysepe;

. He orxpsmsai ¢aiiae! ¥ Apyrue BIOXKEHUA B NHUCHMAX HaKe €CNH OHM IPHILTH OT

TBOMX Apy3eH. Jlyuime yToyau y HAX, OTIIPaB/IsLTH JIH oRH Tebe >1H dadinbl.

Al

Hugposas penymayus

Indporas peryrauus - 3T0 HEraTHBHAA WM NO3WTUBHAS MHPOpMalUd B CeTH o Tele.
Kommpomerupyromas HHQOpManus pasMEICHHAs B MHTEPHETE MOXET CepLe3HHM 00pasoM

OTpasuThCs Ha TBoell peanbHOH Xu3HU. «1{HbpoBas penmyTauua» - 370 TBOM HMHIK, KOTOPBIHA
dopmupyercs u3 HEGopManuH 0 Te6e B HHTEPHETE.

Tsoe mecTo xutenscTBa, yuebrl, TBOEe GUHAHCOBOE NOJNONKEHUE, 0COGEHHOCTH XapakTepa
K PacCKasel 0 GNU3KUX — BCE ITO HAKAMITUBACTCA B CETH.

MHorue nojpocTKy JIErKOMEICIEHHO OTHOCATCA K IMyOnuxaunu suaHoN HEOpMalmMu B
MinTepHeTe, He TIOHUMaA BO3MOXHEIX ITOCAEACTBHHA. TH Hake He CMOXEIIb JOTaNaThCs O TOM,
410 oTorpadpus, pasMenteHHas 5 eT Hasaj, CTala IPUIHHON 0TKAa3a MPHHATH Te0s Ha palory.

KommenTapuu, pasmelenue TBouwx ¢ortorpapui m apyrme xneficTsma Moryr He
UCYE3HYTh AQKE IIOCNE TOTO, KaK Thl WX YRanuub. Thl He 3HAEIIb, KTO COXPAHAN 3Ty
urdopManHIo, oA JIH OHA B IIOMCKOBBIC CHCTEMBI H COXpAHHMIACh JIH OHa, a INIaBHOE: YTO
noxyMaioT 0 Tebe OKpyKaroulee JIOAM, KOTophie HalayT u yBHIAT 310. Haltty mudopmamuio
MHOTO NeT CHycTs cMoxer moGoH — xak H3 J00peIX MoGy»IeHuM, Tak ¥ ¢ HaMepeHHeM
NPHIHHATD Bped. ITO MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETH 110 3a0IHTe LAGPOBOH penyTauuu;

1. Tloxgymait, npexae 4em uto-TO MyGMHKOBaTh M NMepenasars y cebs B Gnore win B
conManbHON cetH;

2. B nacrpoitkax npo¢uiIg YCTaHOBY OTPaHWEHUA Ha IPOCMOTP TBOErO NpodHis ¥ ero
COIIEPKHMOT0, CAeNal ero TONbKO 1A Apy3elin;

3. He pasmemaii u ne ykassisali nH(popMaiio, KOTopas MOXKET Koro-aubo ockopbmsrTs
HITH 00MKaTh.

Aemaopckoe npaso

CoBpeMeHHBIE IUKOJBHMKM— AaKTHBHBIC TOJNB30OBAaTENH UHGPOBOrO INPOCTPAHCTBA.
Onnaxo panexo He BCE 3HAIOT, YIO NOJIB30BAEHE MHOIMMH BOMOXHOCTSMH LH(bPOBOTO MHpa
TpeGyeT coOMOIeH A IpaB HA MHTEILICKTYaIbHYI0 COGCTBEHHOCTS.

Tepmun «uHTENTEKTYaNnbHAA COGCTBEHHOCTH) OTHOCHTCA K PAasIMYHEIM TBOPEHHSM
9e/IOBEYCCKOr0 yMa, HayMHas ¢ HOBLIX u3o0perennii U 3HAKOB, 0CO3HAYAIOIHX COGCTBEHHOCTE

Ha TIPONYKTHI ¥ YCHYFH , ¥ 3aKaHuyWBad KHMramH, ¢QortorpaduaMu, KHHODUIGMAMH H
MY3LIKQILHBIMHE HIPOH3BEACHHAMH.




SUT————

ABTOpCKHE ITpaBa — 3TO NpaBa Ha HHTEJUIEKTYANBHYIO COOCTBEHHOCTh Ha IPOM3BEACHUSL
HayKH, JMTEPATyPhl H HCKYCCTBA. ABTODCKHE NIPaBa BRICTYNAIOT B KAUSCTBE FAPAHTHH TOTO, YTO
MHTE/UIEKTYUILHEIH/TBOpYEeCKUH TPYA aBropa He OyAeT HanpacHBIM, JacT eMy CHpaBeIJIHBEIE
BO3MOXHOCTH 33pa0oTaTh Ha Pe3yiabTarax CBOETO TPYZa, MONYIHTH H3BECTHOCTH H NIPH3HAHHE.
HukTto 6e3 paspennenns aBTopa He MOXKET BOCIIPOM3BOJHTE €I0 IPOU3BEACHHE, PACIPOCTPAHATS,
myOIHYHO JeMOHCTPHpOBaTh, NpOfaBaTh, HMIOPTHPOBATH, IICKaTh B NPOKar, IyCIHM9HO
UCIIONHATD, I0KA3BIBATH/HCTIONHATE B 3¢upe win pasmemars B Hurepuere.

Hcnonr3osanue «IITHPATCKOro)» NPOrpaMMHOT0 0DECIIEUCHUS MOMXKET IIPUBECTH K MHOTHM
pHCKaM: OT NOTCPH JaHHBIX K TBOHM aKKayHTaM [0 ONOKMpOBKH TBOEro YCIpoicTBa, rae
YCTSHOBJICHHBIHf He neranbHas mnporpamma. He crour Takke 3abniBaTh, 4TO CyILNecTByeT
nerancHele # GecryiaTHLRIE TPOrpaMME], KOTOpPEIE MOXKHO HaliTH B ceTH.

O nopmane

CereBuuox.pd - TBOH IMaBHBIA COBETYMK B CeTH. 37eCh ThHl MOXEIDb Y3HATh O
6€30IMacHOCTH B CETH NMOHATHHIM H JOCTYIHBIM A3BIKOM, @ IPH BO3HHKHOBEHMH KPHTHIECKOH
CHTyalHd OoOpaTHTBCA 32 COBETOM. A Taxke IPUHATH Y4acTHe B KOHKYpCaX H CTATh CaMbIM
IHQPOBEIM TPaKIaHHHOM !




Hpnaoxenne Ne3. [IamarTka ansa poaureneii 06 undopmannonnoit 6ezonacaocra aereit

Onpenenenve TepMHHAa «HHGpOpMauuoHHas O6e30MaCHOCTH JETEH» COAEPHUTICA B
benepamsHoM 3axoHe Ne 436-03 «O 3amure nerelt or mHGOpManMu, NPUIRHMIOMER Bpex ux
300POBBIO M Pa3BHUTHIO», PETYIMPYIOIIUM OTHOIMICHWS, CBA3aHHbIE C SalIATOR Aerel OT
HEGOpMANKH, IPHIMHSIOIIEH BPeA ¥X 3HOPOBEIO ¥ (WiIH) pasBUTHIO. COrTIacHO JAaHHOMY 3aKOHY
«undopmannonsas Oe30IaCHOCTD HeTei» - 3TO COCTOSHME 3AIOMINEHHOCTH, IPH KOTOPOM
OTCYTCTBYET PHCK, CBS3aHHEIA C NpHYHHEHHeM uHHQOpMauHel Bpeaa HX 3AOPOBBIO M (WIH)
bu3nveckoMy, ICHXHIECKOMY, JYXOBHOMY, HPaBCTBEHHOMY Pa3BATHIO.

B cumy ®enepansuoro 3axoHa Ne 436-03 umdopmanueld, NpYNMESIOWIEN Bpen
3/I0POBBIO H (WIIM) Pa3BUTHIO HeTel, ABisercs:

2.

w

7.

8.
9.

uHOPMAIINS, 3aNpeleRHas IS paclpoCTpaHeHus cpely aereli;

unbopMaLms, PacnpocTpaHeHue KOTOpOif OTPAHHYEHO cpenn
Ierell  OnpeneNeHHBIX BO3PACTHBIX KaTeropui.

K ungopmalsy, 3anpemieHHOR U1 paclipOCTPaHEeHAS CPeAH eTelt, OTHOCHTCS:
nadopmanus, nobyxparomas AeTed K COBEPIICHHIO ASHCTBHE, MPEeACTABITOIMX
YTPO3Y HX KH3HH M (HJIH) 3X0POBBIO, B T.4. NPHYMHEHMIO Bpela CBOEMY 3ZI0POBBIO,
camoybuiicrsy;

criocOOHOCTL BLI3BAaThL Y AeTedl JkenanHe ynoTpeOMTh HapKOTHYECKHE CpelCTBa,
IICHXOTPONHEIE M (HWIM) OJypMaHMBAIOLIHE BemlecTBa, TabayHple M3AEIHI,
alKOIOJIGHYI0 H  COMPTOCOZEpKAIIYI0  NPOAYKUHMIO, IMBO H  HAITHTKH,
H3rOTABIMBACMBIE HA €r0 OCHOBE; IIPHHATh YYACTHE B a3aPTHBIX MIPaX, 38HUMATHCA
[OPOCTHTYLHEH, OPOMKHIYECTBOM WK NONPOMafHAYECTBOM;

000CHOBBIBAIOMAS WM ONMPaBALIBAIOMIAY NOMYCTEMOCTb HacWiHd H (W)
MECTOKOCTH 11b0 nobyxnaiomas OCyIIECTBIAATE HACHILCTBCHHBIE IEHCTBHA 1O
OTHOLIECHHIO K JTIOJSM M XABOTHEIM;

OTpHUAOINAA CeMeifHble LEHAOCTH ¥ (QOpMApPYIOILNAd HEYBaXKEHHE K PONHUTENSM H
(dyIH) IpYIHM WieHaM CEMBH;

OINpaBAbIBAOLIAA IPOTHBONIPABHOE NOBEACHKE;

colepxauias HeleH3ypHyo Opans;

10. conepaxauias nHGOpPMaLHIO TOPHOrpabhHIeCcKOro XapakTepa.

K undopmanun, pacnpocTpaHeHHE KOTOPOH OrpaHHYeHO Cpeid OETeH OIpenec/IeHHOro
BO3pacTa, OTHOCHTCS:

3.

4.

nHdOpMaIHs, NpeAcTaBIieMan B BHAE H300paKeHHMS WUIM ONMCAHUS XKECTOKOCTH,
¢u3Mueckoro W (WIM) TICHXUYECKOrO HACWINA, NPECTYIUIEHHS MIM HHOIO
aHTHOOMECTBEHHOrO NEeHCTRHA,

BRI3BIBAIOINAA y A€TEH CTpaxX, yXac WM IAHHKY, B T.4. IpeACTaBlseMas B BHJIE
u300paXKEHHA MM ONHCAHUS B YHHXAIOMEH! YenoBedeckoe AOCTOMHCTBO (dopme
HCHACWJIBCTBEHHOH cMepTH, 3abonesaHHd, caMoyOmiicTBa, HECHacTHOrO ciydad,
aBapHHU WM KaTacTpode! ¥ (MIK) HX IOCIEACTBHI;

IPCACTABIAEMAA B BUIE M300paXKeHH MM ONMHCAHHUS TIONOBBIX OTHOIMEHHH MEXIY
MYXYHHOH W XEHIIUHOMN,

coaeprxaman OpaHHble CI0BA H BHIPAKEHHS, HE OTHOCAIMECH K HENEH3YPHOH GpanH.

C yuerom sToro Bam npemnararorcs npasuia paboTsl B ceTr VHTEPHET MUist pasiiIHEIX

BO3PAaCTHEIX KAaTeropuif, COGMOAEHHE KOTOPBIX [TO3BONMT obecHeunTs MHGOPMALHOHHYIO
6e3onacHoCTh BalIuXx nereil.

Obwue npasuna 0as podumeneti

oA



B

1.

HesasucumMo oT Bo3pacta peOeHKa HCHOAb3ylite NporpaMMmHoe ofecredenue,
nomoraromee GHILTPOBATE ¥ KOHTPONMPOBaTh HHGOPMALMIO, HO HE NOjaralitech
NONHOCTBIO HA Hero. Bame sHuManse K pefenKy - riaBHbI METOX 3aUTHI.

Ecnn Bam pefeHOK HMEET akKayHT HA OZHOM H3 COLManbHEIX cepBHcoB (Livelournal,
blogs.mail.ru, vkontakte.ru @ T.1.), BHMMATENbHO H3Y4YHTE, Kakylo HHQpOpMaLHIO
NOMEIIAIOT €r0 YJaCTHHKH B CBOMX mpoduisx u 6rorax, Bmodas Gororpaduy 1 BUAEO.
IlpoBeppTe, ¢ KaKHMA RPYrdMU calfitaMu CBf3aH COLHaNBHLIA cepBHC Bamero peGenxa.
Crpannyxy Bainero peGenka Moryt 6uits Ge30nacHBME, HO MOI'YT H COACPXATH CCHUIKK
Ha HeXeNaTeNbHhIE X ONAacHHe calThl (Hanpumep, NOpHoOCaWT, MM CalfT, HA KOTOPOM
ApYyr YHNOMHHAET HOMEp CoToBOro Tenedona Bamero peGerxa wmy Bam nomammmit
azpec)

Tloowpsiite Bamux neret coobmars 060 BceM CTPaHHOM WM OTTANKUBRIOIMMM H He
CITMLIKOM OCTPO pearupyiire, KOrJa OHY 3TO ACNAIOT (W3-3a ONACCHNS NOTEPATH AOCTYI K

WnrepHery met He roBopaAT pomurensM o npobneMax, a TaxKe MOTYT HAuarTh
UCHONBL30BaTh FIHTEPHET BHE J0Ma U ILKOJIEL).

Bynbte B Kypce cereBoit xu3HM Bamero peGerxa. MHTepecyiitech, KTO HX Apy3bs B
WnrepHeT Tak Xe, KaK HHTEpeCcyeTech PeAbHBIMHU IPY3bAMH.

Bospacm om 7 do 8 rem

B HsnrepHere peGenox crapaeTcsl MOCETHTh T€ WIH HHBIC CAHTEHI, 4 BO3MOXHO H “arh,
paspelicHye Ha IIOCCIIEnHe KOTOpHIX OH He nomy4yun 6m ot pomarencit. ITostomy pomuresnam
ocofenro mnome3nsl OynyT Te OTYETHl, KOTOphIE NPEROCTABNAIOTCA NPOrpaMMamy 1o
OrpaHMMEHHRIO HCHoONb3oBaHus MHTepreTa, T. € PomuTensCcKHil KOHTPONb IR TO, YTO BHI
CMOXETe YBHICTH BO BpeMeHHBIX Qaiiiax. B pesyasrare, y peberka He OyAeT OLIyEeHus, Y10
32 HAM BEJCTCK IOCTOAHHBIA KOHTPOJb, ONHAKO, POAUTENH OyAyT IO-IPEKHEMY 3HATH, KaKHe
caliTel nocem@aer ux pebenox. ety B JaHHOM BO3pacTe 061a1ar0T CHIBHBIM MYBCTBOM CEMBH,
OHH JOBEPYMBBI U HE COMHEBAIOTCA B aBTopuTerax. OHM moGAT Urparb B CETEBLIC HTPH X

IyTelmecTBOBATh N0 MHTEpRETY, HCNONBL3YA INEKTPOHHYIO NOYTY, 3aXONNTh HA CAHTHl H 9aTH,
HE PEKOMEHIOBAHHBIC POUTEIAMH.

2.

©n s

Cogernl no 6ezonacHocTy B cety UrTepHeT ans nerel 7-8 ner
1.

Co3apaifTe ciMcoK HOMAINHMX MpaBMi mocemeHus FHTepHeTa NpH yyacTHU nereld u
TpebyliTe €ro BEINOIHCHUS.

Tpebyitre or Bamero pefenxa cobmoneHus BPEMEHHBIX HOPM HAXOXICHHS 34
xommneroTepoM. Ilokaxute pebenky, yro Brl nabnronaete 3a HUM He OTOMY 910 Bam
3TO X04eTcH, a moTomy 910 Brr Gecnoxonreck 0 ero 6e30n1acHOCTH H BCEraa roTOBE
€My oMOYb,

KoMmnriorep ¢ noaxmoyeHueM Kk MHTepHeTY NoMKeH HaXODHThLCS B obuwiell koMHaTe
[OA NPHCMOTPOM POAHTENEH.

Hcnons3yiite cneuyanbHble AETCKUE NOUCKOBHIE MALIMHEL

HMcnone3yiite cpencTra 610KHpOBaHuS HEXENATENBHOrO KOHTEHTA KaK JONOIHEHUE K
CTanzapTHOMY PoauTensckoMy KOHTPOIIO.

Cospafite ceMeHHEIH JNEKTPOHHBIR MK, YTOOE! HE MO3BOJIMTH JIETAM HMETh
cofcTBeRNEIC afpeca.

Bnoxupylite noctyn k caiftam ¢ GecniaTHEIMM IOYTOBHIMM SIIMKAMH C TIOMOLIBIO
COOTBETCTBYIOLIErO NPOrpaMMHOTo 00eceweHns.

[Ipuyaure nereli coseroBarscs ¢ BaMmu nepen onyGnmkosammeM -KakoH-muGo
¥HGbOPMALIMK CPEACTBAMH JNICKTPOHHOM TOYTHI, YATOB, PErHCTPALMOHHBIX GOPM H
npoguneit.

Hayuure mereit ne sarpyxars Qailnel, mporpaMMsl KX My3HIKy 6e3 Bauero
COrNacus.
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10. He paspemaifTe 1eTAM HCIONB30BaTh CiiyX65I MTHOBEHHOTO 06MeHa COOOIEHUAMH.,
11. B «Gensiii» ciucok caifToB, paspemeHAX 1M IOCCIIEHNSs, BHOCHTE TONBLKO CAHTHI C
Xopolle# penyrauue.

12. He 3a6nIBaiiTe GecenoBath ¢ eThMH 00 ux aApys3ssax B UnTtepHeTe, Kak ecin Gwl peus
LI O APY3bAX B pealbHOH XKM3HH.

13. He nenaiite «1aby» u3 BOIpOCOB MONOBOH )XHM3HH, TaK Kax B MHTepHeTe neTn Moryt
JIETKO HATKHYTHCH Ha NOPHOTPadHIO MK CaliThI «IUIA B3POCIBIX).

14. ITpuyuure Bamero pebenka coofmars BaM © moOGBIX yrpo3aX HIH TPEBOTax,
cBa3anHex ¢ MaTepHeroM. Ocrapaiitech CIOKORHBIMU ¥ HAIIOMHHUTE ACTAM, YTO OHH
B 6e30MACHOCTH, €CNIH CAMY PaccKasaiy BaM O CBOMX TpeBorax. Iloxsamure HX H
nocoBeTy#Te NoAONTH eie pa3 B NOXOOHEIX COyYanx.

Bospacm oemeii om 9 00 12 nem

,, B mamnom pospacre HeTH, KaK IpaBHIO, YK€ HACHBIMAHE! O TOM, Kakas HHDOpMaiHs
cymecrByeT B VHTepHeTe. COBEPIIEHHO HOPMAIBHO, YTO OHH XOTAT 3TO YBMJETBH, NPOUECTH,
! yeapuuats. JIpy 5TOM HY)XHO NOMHHTB, YTO HOCTYIl K HEXKCIATEILHLEIM MaTEepHalaM MOIXKHO
t 71erKo 3a67I0KMpPOBaTh NPH IIOMOILH CpelcTB POAUTENBCKOro KORTPOIIS.

‘ Cogersl 110 Ge30nmacHOCTH A4 Aetel o1 9 o 12 net

1. CospaiiTe CIMCOK NOMAIIHHX TIpaBuin nocemeHus VIHTepHET NpH y4acTHM Jerell u

i TpebyiiTe ero BHIOIHEHNS.

2. TpeGyi#ite ot Bammero pebenxa cobmoneHns HopM HaXOXAECHHS 38 KOMIIBIOTEPOM.

3. Habmopnalite 3a pebeHKOM NpH paloTe 3a KOMNBIOTEPOM, NMOKAXHATE eMy, 4T0 Bai
GecnokonTech 0 ero 6e30acCHOCTH M BCeria roTOBBI 0Ka3aTh €MY NOMOIILb.

4. KomneioTep ¢ noakmoyeHHeM B MIHTepHET nmomkeH HaxomuTtses B ofmell xomHate
NOA NPHCMOTPOM poauTenei. :

5. Hcnonp3yiite cpencTna 610KHPOBaHHA HEXKENATSIBHOrO KOHTEHTA KaK JIOTIOJHEHNE K
CTaHAapTHOMY POAMTENHCKOMY KOHTPOIIO.

6. He 3abnBalite mprHEMATH HEIIOCPEACTBEHHOE YIacTHE B XXH3HH pebenka GecenoBarn
¢ neTeMu 06 ux Apy3nsx B UnTepuere.

7. Hactaupaiite, 970651 A€TH HUKOTJA HE COTNAUIAINCH HA TIMIHBIC BCTPEUH ¢ APY3bAMH
no Hurepuery.

8. TlosBomaiire AeTsM 3aXOHMTH TONBKO Ha cafithl #3 «Benoro» CHHMcka, KOTOpsi
CO3aiTe BMECTE ¢ HMMH.
9. Tlpmyuyure JgeTeif HUKOr4a He BbIAaBaTh JHYHYI0 HHGOPMALMIO CpeACTBAMM
3NEKTPOHHOH TIOYTHL, YaTOB, CHCTEM MTHOBEHHOTO 00Mena coolmeHHaMy,
PErHCTPaLHOHHBIX (OpM, MUYHBIX NpodHIed H IPH PEerHcTpaldH Ha KOHKYPCH B
Hureprerte.
10. Ilpuyunrte nere#t He 3arpyxarb nporpamMmel 6e3 Bamero paspemenus. OGbsicHuTE
HM, YTQ OHH MOTYT CHy4aliHO 3arpy3uTb BHPYChl WM [DYTO€ HeXelareihHOoe
i IporpaMMHO€E 00eCIIe eHHUE.
11.

Cospatite Bamemy peGeHKy OrpaHHUYEHHYIO YHETHYIO 3amuCh UId paGoTH Ha
KOMIIBIOTEpE.
12. Npuysute Bamero pefenka cooOmare BaM O mMOORIX Yrposax HIH TpeBOrax,
cBa3aHnbIx ¢ MHTepreroM. HamoMHATe AeTsaM, YTO OHM B GE30MACHOCTH, €ClIA CaMK
PAcCKa3aId BaM O CBOHX TPEBOTaX M ONACEHMIX.
13. Pacckaxure aetsamM o nopuorpadun B Murteprere.
14. Hactausaiite Ha TOM, 4T0OGH! €TH NPEKOCTABIUIN BaM HOCTYN K CBOEH 3/IEKTPOHHOMN
noyre, 4ToOk! BLI YOEAHIMCh, YTO OHU He OBIIAIOTCH ¢ HE3HAKOMIIAMHY.
15. O6pacnuTe pmeTaM, YTO HeNb3s WCNONB3OBATH CETh AN
PacTpOCTPaHEHHA CIVIETEH WM YIpo3.

XyJIHraHCTBa,
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Bospacm demeii om 13 00 17 s1em

B atoM Bo3pacTe MOAPOCTKH AKTHBHO MCIONB3YIOT IOMCKOBhIE MAIMMHEL, IOJIB3YIOTCH
3NEKTPOHHON nouToH, cmyx0amu MrHoBeHHOro oOMeHa COOOIMIEHNAMH, CKAYHBAIOT MY3BIKY H
{mieMEL. ManbynkaM B 3TOM Bo3pacTe Gojbllle mO HpaBy CMETATh BCE OrpaHHMYEHHs, OHH
XaXIYT rpyboro 1oMopa, a3apTHRIX MIP, KAPTHHOK LA B3POCHBIX». JIEBOMKH MPEIIOYHTAIOT

ofmarscd B 9YaraX, NpHd ITOM OHH ropasno Oonee UyBCTBHTENBHBI K CEKCYalbHBIM
nomorarenbeTBam B MaTephere.

3ayacTyio B JAHHOM BO3pacTe POAUTENIAM YK€ BECEMA CIIOXHO KOHTPOIHPOBATH CBOMX
nerelf, Tak kak o6 VIHTepHETE OHYU yXKE 3HAJOT 3HauKWTeAbHO Gonbine cBoux pommrench. Tem He

MeHee, He OTmyckaifre nerell B «cBoGoxHoe mnaBanue» no VHTeprery. Crapaiitecsk akTHBHO
y4acTBoBaTh B o6uIeHuH peGeHka B ViaTepHeTe.

Baxno no-npexsemy crporo cofmogars npaswina VHrepHer-GesomacHocTH -
COIJIAlICHHE MEXNY POIHTENAMH M HAeTbMH. KpoMe Toro, HeoOXOOMMO KaK MOXHO wHalle
NpOCMAaTPUBAaTh OTYETHI O HesTenbHocTH aeredt B Uurepnere. Cnemyer o6paTuTh BHEMaHME HA

Heo6XO0MMOCTE COAEPXKaHuA PONUTENLCKUX nmaponel (naposieift aqMHHHCTPATOPOB) B CTPOIoM
cexpere H 0OpaTHTE BHUMAHHME HA CTPOTOCTH 3THX Naponel.

CoseTsl 1o 6e30macHOCTH B 3TOM Bospacte 0T 13 1o 17 ner ,

1. Co3pafite cmMcOX JOMAIUHWX INpaBWil rnocemenus VmTepHera npH ywactuu
noApocTKoB M Tpebyiite GesycnopHoro ero sbmonHeHUs. Obroeopure ¢ peGeHKOM

CIHCOK 3ampelleHHbIX cafToB («9epHBli CIHCOK»), 4Yacs! paboTel B HHTepHere,

PYKOBOZCTBO 110 00weHHIo B IRTepHeTe (B TOM YHCIE B YaTax).

Komnpiotep ¢ nomumodeHneM K ceTH VInTepHeT NoikeH HaxomMTECA B obmei

KOMHare.

He 3a6ripaiite Gecenopars ¢ nerbMu 00 HX npy3esx B MHTepHETE, O TOM, YeM OHM

3aHATBI TakuM oGpastoM, OyAaro peds HOET O IPY3biX B PCEAIBHOH JKM3HH,

CropammBaiite 0 MOASX, C KOTOPHIMH JeTH oOIaioTcs IIOCPEACTBOM CIyX0

MTHOBEHHOTO obMena coolmenusamu, yToOsl yOeIUTECS, YTO ITH JMFOAH UM 3HAKOMEL.

Hcnoneayiite cpencrsa 610KMPOBaHHA HEXENATENBHOTO KOHTEHTa KaK JOMONHEHHE K

CTaHJapTHOMY POAMTENBCKOMY KOHTPOMIO.

HeobxoauMo 3HaTh, KaKHMH 4aTaMH Toae3yiorcss Baum geru. Iloompsiire

HCNOJIb30BAHHE MOZEPHPYEMBIX YaTOB H HacTawBalite, yroOsl mern He ofmmamucs B

IIPABATHOM pEXHME. ‘

Hacrausaiite Ha ToM, yToOB JETH HHKOIZA HE BCTPEYAIUCH JIHYHO C APY3BAMH H3
cety VIHTEpHET.

Ilpuyuynte perel He BHIIABaTh CBOIO JIHYHYIO HHQOPMAUMIO CpPEACTBAMHE
AMCKTPOHHOM IIOYTHI, YaTOB, CHCTCM MIHOBEHHOro ofMeHa coobWEeHHIMY,
PerUMCTPAMOHHBIX (HOPM, JMYHBIX NPOQHICH M IIpH PErHCTPAlNH HA KOHKYPCHI B
Wnareprere.

ITpuyunTte mereil He 3arpyxars nporpamMsl Ge3 Bamero pajpemenus. OGnacnure

HM, YTO OHH MOTYT C/yYaifHO 3arpy3uTh BHPYCHl HIHM Jpyroe HEXelaTelbHOe
nporpaMmHoe obecrieueHue.

Ilpuyyure Bamero peGenxa coobmate BaM O JOGBIX Yrpo3aX HAX TPEBOrax,
cBa3anHbIX ¢ MiaTepueroM. HanomuunTe AeTsaM, 910 oM B 6€30MaCHOCTH, €CIIM CaMK

pacckasany BaM, O CBOMX yrpo3ax wiM TpeBorax. IloxBamuTe MX H HOCOBETyMHTE
IONORTH elle pa3 B HOROOHEIX CiTyvYasX.

10. Pacckaxxure neram o mopHorpadum B Unrtepnere. IlomMoruTe MM 3amUTHTLCH OT
cnama. Haydure nopmpocTkos He Bhmasarh B MIHTepHETe CBOEro peansHOrO
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3JCKTPOHHOTO @Jpeca, HE OTBeYaTh HAa HEXKEJIATENbHBIE NHCBMa M HCNOJIBE30BATH
CIELHATLHBIE T0YTOBbIC QJHIILTPEL

11. Tlpnywire ceba 3HAKOMUTBCA ¢ caliTaMu, KOTOpEIE ITOCELIAIOT NOAPOCTKH.

12. Hayynre neteit yBaxxaTs Apyrux B HHTEpHETE. YOeauTeCh, YTO OHH 3HAIOT O TOM, YTO
IIPaBHIIa XOPOLIETO MOBEACHH IeHCTBYIOT Be3/ie — JaXe B BAPTYAIBHOM MHpe.

13. O6pacHUTE HeT#M, YTO HH B KOeM CAy4ae HeNb3d Hcnonb3oBats Cerr mig
XYJHTaHCTBA, paclpOCTPaHeHUA CIUTETEH HIIH YTPO3 APYTHM JIIOAAM.

14. O6cynnTe ¢ NOAPOCTKAMH NPOONEMBI CETEBEIX 23aPTHARIX HTP M HX BO3IMOXHBIA PHCK.
HanomHRTE, 9T0 AETH HE MOI'YT UIPATh B 9TH HI'PHl COITIACHO 3AKOHY.

IlocTosHHO KoHTpONMpy#Te Hcnoms3oBaHue MutepHera Bammm pebGenxoM! D10 He

HapylUeHHE €ro JIMYHOrO INPOCTPAHCTBa, 4 MEpa NPENOCTOPOXXKHOCTH M mpossieHHe Bameit
POIHUTENLCKOR OTBETCTBEHHOCTH ¥ 3a60THI.




